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TIPS FOR MAKING PKI EASY TO INSTALL

Background:

The following tips have been developed by SEA-GP (Brisbane) Information Management Working Group
based on experience with installing and using digital certificates linked to health care users via a public key
infrastructure (PKI).

Introduction:
Digital certificates come in two main types.
e The first type is a location based certificate which is used by a single health care business (eg
General Practice, Pharmacy, Allied Health practice ) to:
o Electronically send documents to another health care business or individual, and
o Receive electronic messages securely.
Pathology and radiology results have been sent to GP practices electronically over the past 10 years,
ie. the pathology company uses its location certificate to securely send the pathology result to the
General Practice’s location certificate.
The practice “binds” their location certificate to the practice’s email address, allowing the practice to
send a secure, encrypted email.
e The second type is an individual certificate which is used by an individual health care provider to:
o Electronically sign and send documents to another health care business or individual health
care provider (eg. Specialist referral letter or pathology referral); and
o Receive electronic messages securely.
The individual certificate binds the individual to the public key (which is used to encrypt the
message).
The individual health care provider “binds” his/her individual certificates to his/her email address,
allowing him/her to send a secure, encrypted, and signed email. The individual certificate allows the
secure email to be “signed”, ie. verified that the email came from that particular individual, just like
signing a written document.

Sending a secure email requires installation onto your computer of both the sender’s private certificates, and
also the recipient’s public certificates.

It is important to consider how you will possibly use your location or individual certificate as this will
influence your PKI installation set-up. The ability to use email to send information securely to other health
providers and vice versa is a useful option to consider. This relies on having a location (practice) based
email address “bound” to a location certificate, or an individual email address “bound” to an individual
certificate. To send messages securely to another health provider is possible by requesting the recipients
public key from the recipient, or downloading the recipient’s key from the Certificates Australia Public
Directory. Changing the email address linked to your digital certificate is possible, but can only be done by
reapplying in writing to Medicare Australia. Getting it right the first time will save you time and mental
energy.

WHEN APPLYING FOR YOUR PKI CERTIFICATES FROM MEDICARE

So with the above in mind, when applying for a location certificate, make sure you link it to an email
address at your practice. This will ensure you have the option to use the location certificate to send and
receive secure emails if you so desire, eg. admin @ gppractice.com.au. If you do not supply a valid email
address when initially applying for a location certificate, Medicare will assign aN invalid email address to
your location certificate, preventing you from using it for secure email. Practice processes also need to




reflect the setting up of a location based digital certificate in that a staff member must be delegated to open
the email account on a regular basis to read and process the mail, ensuring that incoming emails are acted
upon.

Similarly, when applying for an individual certificate, ensure that you supply an email address that you can

access from your workplace. This allows you to use that email address to send and receive secure, encypted
and signed emails.

INSTALLING CERTIFICATES ONTO YOUR COMPUTER
Part 1. (Installing your own location or individual private certificates)

You should receive instructions on how to install your certificates when you receive your individual token,
individual smart card, or practice location certificate CD.

CONFIGURING YOUR EMAIL PROGRAM TO USE THESE CERTIFICATES TO SEND AND
RECEIVE SECURE EMAILS

Medicare Australia has a comprehensive list of instructions for Outlook Express and various versions of
Outlook on the Medicare Australia website:

1. PKI procedures - Medicare Australia

CONFIGURE YOUR EMAIL PROGRAM TO SEND AND RECEIVE SECURE EMAILS.

These instructions are for Outlook 2003. Use the link above to get specific instructions for other versions of
Outlook.
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In Outlook 2003, click Tools, Options.
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Preferences |Mail Setup I Mail Format I Speling I Security I Cther I Delegates I

E-rnail

.

:_: “hange the appearance of messages and the way they are handled.
E-mail Options. .. |

Zalendar
:ﬁ Cusktomize the appearance of the Calendar,
H

v Default reminder: |15 minutes j Calendar Options... |

L= ] Change the appearance of tasks,

Reminder time: IS:EIEI AM j Task Options. .. |

Tasks

Caontacks
Q Change default settings For contact and journal,

= Conkack Options. .. | Journal Options. .. |
Miaokes

Change the appearance of naotes,

Moke Cptions. .. |

(a]4 | Cancel | Lpply |

Click the Security tab.

Options n

Preferences I Mail Setup I Mail Formak I Speling  Security IOther I Delegates I

Encrvpted e-mail

ﬂ I Encrvpt contents and atbachments for outqoing messades:
- Lﬁ I Add digital signature to outgoing messages
I+ send clear text signed message when sending signed messages
I Reguest S/MIME receipt For all S{MIME signed messages

Defaulk Setting:  [PKI = §ettings...|

Security Zones

r ' Security zones allow vou ko customize whether scripts and active

content can be run in HTML messages.

£ane: Is Restricked sites ;I Zone Setkings. .. I

Download Pickures

Change Automatic Download Settings. .. |

Digital IDs (Certificates)

Digital IDs or Certificates are documents that allow vou ko prove sour
identity in electronic transactions.

Publish ko GaL... I ImportfExport. .. I Get a Digital ID... |

(]4 I Cancel | Lpply |

Tick the boxes “Encrypt contents and attachments for outgoing messages”, and “Add digital signature to
outgoing messages. Then click “Settings”.
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Change Security Settings E |

Security Setting Preferences

Securiby Settings Marme:
[ kI

L L

Cryptography Format: |S,|'MIME

W Default Security Setking For this cryptographic message format
¥ Default Security Setting For all cryptographic messages

Security Labels, .. | T Delete | Bassword, .. |

Certificates and Algorithms

Signing Certificate: IRusseII ] Choose, ..

Hash &lgarithm: ISHF'-I j

Encryption Certificate: IRusseIIJ Choose. .. |

Encryption Algorithm: |3DES j

W Send these certificates with signed messages

(]4 I Zancel

If the certificates and algorithm boxes look like the above, then it is configured properly. Click OK.
If the Signing Certificate box is empty, click Choose. The window below will appear. Click on the
certificate with your name (if there is more than one, choose the one with the latest expiry date).

Select Certificate Ei |

Select the certificate vou want to use,

Issued ko

1| | >
(] 4 I Zancel Wiew Certificate |

Click the View Certificate button.
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Certificate EHE3

General | Detailsl Certification F'athl Trust I

»
Certificate Information

Thiz certificate iz intended for the following purposze(s]:
« Protects e-mail messages

" Refer to the certification authonty's statement for details,

Issued to: RusselJ
lssued by: SecureMet Health QCA

Valid from 25/07/2007 to 24/07/2003

@ 'ou have a private key that caresponds to this certificate.

{ Tzauer Statement |

Click the Trust tab.

Certificate Properties EHE
Genelall Detailsl Certific:ation Path - Trust |

Trust Status indicatesz whether pou truzt the individual, group or corporation
to whom this certificate is issued. The certificate can then be used for the
specified purposes such as sendingsreceiving e-mail, truzting a web site
having the certificate, etc.

Certificate trusted for
E-Mail Encryption and Authentication

Edit Trust
& dnherit Trust from Issuet

" Explicithy Trust this Certificate
" Explicithy Don't Trust this Certificate

Make sure the “Inherit trust from Issuer”, button is selected. Click OK on all the opened windows. You
should now be able to use your certificates to send encrypted and signed emails.
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Emails will continue to be sent unencrypted by default. To send an encrypted and/or signed email,
click the encrypt and/or sign icons on the right hand side of the toolbar above the addressee box as above.

Medicare Australia has more helpful information at PKI frequently asked questions (FAQ) - Medicare
Australia.

The “support toolkit” link in this webpage has more helpful information.

TROUBLESHOOTING

When your email program (eg Outlook) uses your certificates to encrypt and/or sign an email, the program
has to be certain that the certificates are actually yours, ie. it has to “trust” them. Outlook has to be sure that
your certificates are not being used illegally by someone else. Outlook can automatically trust your
certificate when it trusts the “root” or “parental” certificate that validated and issued your certificate. If that
root certificate is already installed in Outlook, your certificate (and any other certificate issued by that root
certificate) will automatically be trusted.

However, sometimes the root certificate is not installed automatically, resulting in Outlook not trusting
individual certificates. If so, when you attempt to send a signed or encrypted email, this error message will
appear:

Invalid Certificate E

Microsoft Office Cutlook could not sign or encrypt this message
ecause your certificate is not valid,
AN tficate s not valid

Change Security Settings. .. |

This indicates that outlook does not “trust” your certificate. TO FIX THIS, you need to download and
install the root certificate from the authority that issued the certificate so that your computer will trust your
certificates.

First, find out which authority issued your certificate by
- clicking Start, Control Panel, Internet Options, Content, Certificates, Personal.
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ceticates |

Interded purpose: I::F'.II} j

Personal | Other Peopls I Inkermediate Certification Authoritiss I Trusked Root Certificatior 4 I 4 I

Issued To Friendly Mame
£2Russell JHunter 6.

Erussell IHunker 6. 240720

Expiratio, ..

Import. .. Expart. .. Remove Advanced. ..

Certificate intended purposes
<Al

View

e |

Close

You will see from this example that Russell Hunter’s individual keys were issued by SecureNet
Health OCA.

Click the “Intermediate Certification Authorities” tab, and check that “SecureNet Health OCA” is
listed there. If the issuing authority is not listed here, download the appropriate certificate from the
Public Directory website, as detailed below in Appendix A.

(Note: As at late 2007, individual and location certificate appear to be issued by two separate
Intermediate Certification Authorities — SecureNet Health OCA and Medicare Australia Organisation
Root Authority. It is worth installing both these root certificates so that all individual certificates are
automatically trusted.)
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PART 2. Installing a Contact’s individual encryption and signing certificates.
- Open the contacts entry in Outlook.

[ Peter Adkins - Contact

=1 E3

File Edit Wiew Insert Format  Tools  Actions  Help
Hiaveandcloseﬂﬂ 0 v O‘J'@gv - W .H

General I Details I Activities I Certificates I All Fields I

Full Mame. . | |f3eter adkins E-mail... ﬂ !Dadkjns@j .Li,jl
Job title: I O Display as: IPeter Adkins 3
Campany: | «»

Web page address: |
File as: I.ﬁu:lkinsJ Peter j

Phane numbers

Business. .. | - || =l
Home. .. | b ||
Business Fax... |v ||
Mabile. .. |v||

Addresses

Business. .. | b4 |

[ This is the mailing
address

IM address; I

=
Conkacks. .. || Cakeqgaories... | | Erivate r

Click Certificates. If two certificates are listed under the Certificates tab, it is likely that their
encryption and signing keys are already installed.

[ Peter Adkins - Contack

I[=] B3

File Edit ‘Yiew Insert Format Tools  Actions  Help
|l save and Close lgh | & 1 Y eS| e ¥ .!

General I Details I Activities I Certificates I All Fields I

Cutlook will use one of these certificates to send encrypted mail to this contact.

‘¥ou can get a certificate by receiving digitally signed mail from this contact or by importing a
certificate file For this contact,

Certificates (Digital IDs):

Peter Adkins

Properties. ..
Peter B Adkins
Set as Defaulk
Impark. ..

Export...

Ul

Remove
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If no certificates are installed, go to the Public Directory website, to locate and download your
contact’s certificates —
Certificates Australia Certificate Search - Healthcare Public Directories

o Ib http:¢ A, certificates-australia. com. aus/general/cert_search_health. shtml

ggl -| v Verizon Business / Cubertr... % | & PEI Frequently sked Questio | |

Verizonousiness » PRODUCTS » CUSTOMER SERVICE » ABOUT LS

Quick Links Healthcare Public Directory Search

« Certificate Search

Heafthcare Directory

= Moticare Austialin bl First Name: Surname / RA Number:l

Raoot CA Certificate

Root CA CRL Email address: |
QCA, Cettificate )
OCA CRL Organisation name: |

Daocumertation An Anstralizn State: [Any =

= Securelet Limited PKI Searchl

Root C& Certificate

Raat CA CRL 3 Click here for search
Heafth OCA Certificate tips
Health OCA CRL

Dacumertation

= Securelet Trusted
Services WPH CA
CA Certificates & CRLs
Dacumertation

What this page provides
Here you can search Healthcare Public Directory for registered persons and download their public
digital certificates

+ Certificates Australia PKI
CA& Cettificates & CRLs
Documentation

How to use this page

Type in either the name of the person you are looking for, their email address, their RA Mumber, the
name of their arganisation, ar any cormbination thereof. All or any of these fields are searchable. You
 General may enter partial names and use the wild card character " to match one or more characters in a

Home narme which you don't know,

SailsBal After you click the "Search!” button you will see a list of persons matching the search criteria, and all

theirvalid public digital certificates. From there you can download a certificate to use inyour
"cerificate-aware" application,

Note: Ifyou are after the public certificate orthe Certificate Revocation List (CRL) for the Medicare
Australia CA choose the appropriate link in the column on the left.

| Online Priv n | Master Terms |

verizonbusiness » PRODUCTS » CUSTOMER SERVICE +ABOUT US

Quick Links Matching Certificates

v Certificate Search Hote: A maximum of 50 entries will be displayed.

Hesalthcare Directory

~ Medicare Australia pki | Ch=Peter Adkins i

pacikinsthl

Root CA, Certificate @

Roct CA CRL

OCA Certificate & 19 Sep 2007 to 19 Sep 2012 (Provider policy; Signing with Non-Repudiation Cedificate)
QA CRL € 10 Sep 2007 to 19 Sep 2012 (Frovider policy; Encryption Certificate)

Documentstion

« SecureHet Limited PKI ifhat MIME-type should we use when transmitting the end-user certificate?

Root CA Certificate
Root G4 CRL ' applicationfcxa08-e mail-cert (usually acoepted by Netsoape)
Heafth OCA Cerificate

Health OCA CRL Get certificate

Documentation

@ applicationipkix-cart (ususlly aceepted by Intemst Explorer and 3rd Party PKI Applications)

= SecureHet Trusted
Services VPH CA

CA Certificates & CRLs
Documentstion

« Certificates Australia PKI

CA Certificates & CRLs
Documentation

~ General

Hame
Service Desk

Bricbane

*SEAG

South East Alliance
of General Practice




You will note that there are two certificates to be downloaded — a signing certificate and an
encryption certificate. Click Get Certificate. Save the signing file to an appropriate folder on your
computer, then click the next ratio button in the screen above, to select the encryption certificate.
Again click Get Certificate to download and save the encryption file to the same folder. Return to
the certificate window of the contact. Double click the Import button, open the folder where these
files have been saved, and double click both those files separately to install both the encryption and
signing keys of your contact. You should now be able to send secure emails to that contact.

Appendix A: Downloading and Installing Intermediate Certification Authority Certificates.

Go to Certificates Australia Certificate Search - Healthcare Public Directories

tf'Valiznn Business / Cybertrust : Certificates Austialia - Microsoft Internet Explorer provided by SEAGP [Brishane]

N T I P hitpe e certificates-australia. com au/general/cen_search_health shiml

W 88' v| » Verizon Business / Cybertr... X | & PKI Frequently Asked Questio... | |

Verizonbusiness

» PRODUGTS + GUSTOMER SERVIGE » ABOUT US

Quick Links:

« Certificate Search
Healthcare Directory

+ Medicare Australia PKI
Root C& Cerificats
Roaot CA CRL
QA Certificate
QA CRL
Documentstion

 SecureHet Limited PKI
Root CA Ceificate
Root CA CRL
Healtth QOCA Cerificate
Health OCA CRL
Documentation

+ SecureHet Trusted

Services VPH CA

CA Certificates & CRLs
Dacumeritation

« Certificates Australia PKI
i Certificates & CRLs
Daocumeritation

~ General

Home:
Service Desk

Healthcare Public Directory Search

First Hame: I Surname ¢ RA Number

Email address: I

Organisation name: |
An Australian State: IAny 'I
Searchl I

3 Click here for search
tips

‘What this page provides
Here you tan search Healthcare Public Directary for registered persons and download thelr public
digital cerificates

How to use this page
Type in either the name of the person you are [ooking for, their email address, their RA Number, the
name oftheir organisation, or any combination thereof, All or any of these fields are searchable. You
may enter partial names and use the wild card character ™ to match ane or more characters ina
narne which you don't kno,

Afteryou click the "Search!” button youwill see 3 list of persons matching the search criteria, and all
their valid public digital certificates. From there you can download a cerificate to use in your
"cerificate- aware” application

Note: If you are after the public certificate ar the Certificate Revocation List (CRL) for the Medicare
Australia CA, chooge the appropriate link in the calumn an the et

oy | Online Frivacy & Data Protection | Master Terms |

Scroll down in this window, then click and download and save both the Medicare Australia Organisation CA
Certificate, and the Medicare Australia Root CA Certificate.

Medicare Australia Root CA Public Certificate

What MIME-type should we use when transmitting the CA certificate?

C applicatien/pkix-cert fusually accepted by Internet Explerer and 3rd
Party PKI Applications)

C application’x-x3053-ca-cert {usually accepted by Netscape}

Download CA Certificate
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lMedicare Australia Organisation CA Public Certificate

What MIME-type should we use when transmitting the CA certificate?

I application/pkix-cert {usually accepted by Internet Explorer and 3rd
Party PKI Applications)

& application/x-x503-ca-cert {usually accepted by Metscape}

Download CA Certificate

Install both of these certificates by double clicking on the downloaded file, then click Open and then click
Install Certificate. Windows will automatically insert them in the correct place on your computer.

All individual certificates issued by Medicare will now be automatically trusted by your computer.

Glossary:

Public Key Infrastructure (PKI) is an arrangement that binds public keys with respective user identities by
means of a certificate authority.

Certificate authority (CA) is an entity which issues digital certificates for use by other individuals or
organisations.

Root Certificate A Certificate Authority can issue multiple certificates in the form of a tree structure. A root
certificate is the top-most certificate of the tree. All certificates below the root certificate inherit the
trustworthiness of the root certificate.

Public Key The public key encrypts the message and only allows the holder of the Private key to decrypt it.
The public key combines the user token (smart card or i-key) and the pass phrase typed in by the user to
send the message.

Private Key The private key decrypts the encrypted message (ensuring confidentiality), ensures that the
message has not been tampered with and allows the message to be electronically signed to ensure authencity
and also proof that the message has been sent.

Public Directory Found at Certificates Australia Certificate Search - Healthcare Public Directories
The public directory allows users to look up and download other health provider’s public key (digital
certificate). The directory search facility has a number of practical limitations and improvements to the
directory are being sought by SEA-GP (Brisbane).
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