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Installation and Configuration of iKey.
On receipt of your iKey and PIC (Personal Identification Code):
Install Software:

If your CD does not run automatically when inserted in computer, open “my computer”, go to the
CD drive (generally d:) and double click autorun.exe.

L Go

Marme Size | Type Date Modifig
|5 Acrobat File Falder 27/03/2007 4
| Certificates File Folder 27/08/2007 4
|5 Docurnents File Falder 270812007 4
|)iefspl File Folder 27/08/2007 4
[Zikey2000 File Folder 270812007 4
) InstallCerts File Falder 27/03/2007 4
|2 Mazilla File Folder 27/08/2007 4
) Metscape File Folder 270812007 4
2 sutarun.exe 922 KB Application 22[09)2005
:}autarun.inf 1KE Setup Information 2210972005
2 Hesa32.ic0 KB Ican 20082002
P Hesa.ico ZKE Icon 31/05/2002

Click “Install Rainbow iKey Authentication Solution”

HeSA Rainbow iKey 2000 Secure Token CD v3.0 =3

! Australian Government i
35" Medicare Australia Hea!ﬂr@ Signature Authority

Health eSignanrre Authority

Welcome to your Rainbow iKey 2000 Secure Token CD Version 3.0 I

Instructions 'Getting started with your Secure Token®

Install Rainbow iKey Authentication Solution

For further assistance please call 1300 650 035
Lﬂ“'m“ Or view HeSA's web site on: www. hesa.gov.ay m




InstallShield Wizard X

Welcome to the iKey 2000 5eries Authentication
Solution version 4.7.0 Install

Flease close all applications and click "Mext" to continue.

the #1use
Authentication Key

FRAINBOW

TEEmR NBLAOARIER

Cancel

Read and agree to the License Agreement (click “Yes”)

InstallShield Wizard

x|

Licenze Agreement
Flease read the following license agreement carefully. im&

Fress the PAGE DOWH key to zee the rest of the agreement.

Rainbow Technologies, Inc. License Agreement

>

IMPORTAMT: Read thiz before using your copy of B ainbow's software, N

Thiz document iz a legal agreement between you [either an individual or an entity] and
Rainbow Techrnologies Inc.. Use of the software indicates your acceptance of these

termns. &g used in thiz License Agreement, the term "Software’” means the Rainbow

zoftware included on the media or hardware provided with this Licenze Agreement,

1. PROPRIETARY RIGHTS. The Software iz a proprietan product of Rainbow
Technologies Inc. ["Rainbow''] or itz licensors and is protected under U5, copyright laws o

Do pou accept all the terms of the preceding License Agreement? IF wou chooze Ho, the
zetup will cloze. Toinstall ikey 2000 Seres A5, you must accept this agreement.

< Back e Mo
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Select a folder to install to (or accept the default) and click next:
InstallShield Wizard

x)

Choose Destination Location
Select folder where Setup will inztall files, iI{ey‘ﬁ

Setup will inztall iKep 2000 Seriez A5 in the following folder.

Tao inztall ta this folder, click Mest. Toinstall to a different folder, click Browse and select
anather falder,

Destination Folder

L Nikey 2000 Senies Software, Browse...

CoRes ] Cencel |

Click Next on the following page:

InstallShield Wizard E
TKeys®

Fleaze select the configuration optiohz. [Mote: On Wwindows S8/MT4, this zcreen will be blank
if Metzcape iz not inztall on wour spstem,]

iKey 2000 Series Authentication Solution Configuration

S Lippark Description
v indaws 2000/ Lagon Register CIP with third party
applications

Space Required on 9532 K
Space Available on T 117378036 K

< Back Hest » | Cancel
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Accept all the default applications to install:

InstallShield Wizand

ikey 2000 Series Authentication Solution Utilities Install

Fleaze zelect the utilities you would like to install

()

FazsPhrasze Litility

Space Required on C:
Space Available on C:

Automatic Cert Regiztration Uil

Description

SmartCard management utiliby

9532 K
117378036 K

< Back Mext » |

Cathicel

Select the relevant reader that you have been supplied with:

InstallShield Wizand

Reader Install Options

Pleaze select the reader drivers you would like to ingtall

[]

Space Required on T
Space Available on T

Description

Datakey DEKRETD PCASC
Serial Reader

0k
117376892 K

¢ Back Mest » |

Cancel
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Click Next to start the installation:

InstallShield Wizard
Start Copying Files

Setup iz ready to start copying files.

Fleaze cloge ahy open applications.
Remove any smart cards or tokens.

Click "Mext" to continue or click "Cancel” to terminate setup,

<Back || Mew> |  Cancel

]

Insert your iKey when requested:

ﬁ Please insert an iKey Security Token to complete the installation.

Restart the computer when requested:
InstallShield Wizard

InstallShield Wizard Complete

Setup has finishied installing iKey 2000 Sefies A5 o your
cormputer.

(% ez, | want to restart my computer now.;

" Mo, | will restart myp computer later.

ou must reboat your maching and log back in with
Adriniztrative privieges to complate the installation,

Finizh |

Setup will complete after rebooting.
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Instructions for email setup:

http://www.medicareaustralia.gov.au/provider/vendors/pki/procedures.shtml

CIP Utilities default configuration.

& CIP Utilities  Datakey, Inc.
File Wiew Options Help

5K @ 2

= % Slot 10 - Rainbow Technologies iKeyYirtualReader 0 (iKey 20
Certificate (9c1decfbedl e3fees0ade 1c54222d30425d13049)
Certificate {aeSfodéel a47aac3cfd3ec3aczcb7eSed90abdzs)
Certificate (9elfc3?ezcbdfbc?S03achboclebeaS4deacsifed)
% Key (9e0fc3Te2cb4fbc7508acbboDebeaSd4dcac8ifed)

Certificate (Zf325F 1aed4dazbz6993c333dbal ae7ezae01951)
% key (2f925F1 aed4daZb26993c333dbal ae7e23e01951)
% Slat 11 - Rainbow Technologies ikKevWirtualReader 1 (Mok Logged In)
% Slok 12 - Rainbow Technologies iKeyvirtualReader 2 (Mok Logged In)
% Slat 13 - Rainbow Technologies iKevWirtualReader 3 (Mok Logged In)

< ¥
For Help, press F1

20A3A08Z6D

Bl1ECESCOC1A42D47850DCD1
4FD3I0EEDY 4

153ZD4-2FEEBBE1EACEEBGSDES
B735607C29

E3AVEDIFFORZ47E06429DD4
DOB37EODL1S4

O0DZ29E77E449712E5265D00
Z05ADEESSE

O0ABS3650E011831080AC85
SE74745C0E

319D1337Y5AB0588E875B9Y
AJFEI10EBD71

Signature Algorithm:
SHAL1 With ESA

UM

Follow the document:

http://www.medicareaustralia.gov.au/provider/vendors/pki/files/ma_pki outlook2003 trusting certi

ficates.pdf
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Options

Preferences | Mail Setup | Mail Fu:urmat--_ Spelling-i Security | Other Delegates-'

Encrypted e-mail
i [C]Encrvpt contents and attachments for oukgoing messages
1 []add digital signature ko outgoing messages
Send clear kext signed message when sending signed messages

[(request 5iMIME receipt for all S/MIME signed messages

Defaul: Setting: |M-;.a SIMIME Settings {ibenneth@s V| Egettings...

Security Zones

\ Security zones allow wou ko custormize whether scripks and active
conkent can be run in HTHML messages.

Zone: |® Restricted sites b | [ Zone Sethings. ..

Download Pictures

[ iZhange Automatic Download Setkings. .. ]

Digital IDs (Certificates)

= Digital IDs ar Certificates are documents that allow you bo prove yvour
identity in electronic transactions.,

| publishtoGaL... | | ImportjExport... | | GetaDigitalID. .

’ (a]'4 H Zancel ] apply
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Change Security Settings

Security Setting Preferences
Securiby Settings Mame:

| My SIMIME Settings {jbennett@seagp.org.aul

Crypkography Format: |S,|'MIME

Default Security Setting For this cryptographic message Format
Default Security Setting For all cryptographic messages

[Secgrit';.-' Labels... ] [ Mew

] [ Delete

] Password. ..

Certificates and Algarithrms

Signing Certificate: |

| [ Choose, .. ]

Hash Algorithm: |SHF'-1

v

Encryption Certificate: |

| [ Choose, .. ]

Encryption Algorithm: |3DES

v

Send these certificates with signed messages

K

H Cancel ]

Select Certificate

Select the certificate vou want to use,

Issued to Issued by Intended P... Friendly na...  Expiration ...

E33chn M B... Medicare &... Mone

Emedicare... Medicars ...  <all= Mone 10/07 2016

Emedicare... Medicare A...  <al> More 10/07/2026

Eleo1ao Mater Miser... <Al More 1/11}2z008

< >
[ (a4 ] [ Zancel ] [ Yiew Certificate

To search for someone’s certificate and send a secure email:

Go to http://www.certificates-australia.com.au/ and select Healthcare Directory under Certificate

Search in the menu on the left.

Enter enough information (ie First Name and Surname) to find the person.
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