TROUBLESHOOTING INDIVIDUAL PKI INSTALLATION. October 2007. 
WHEN APPLYING FOR PKI KEYS FROM HIC

When applying for a location key, make sure you link it to an email address at your practice. This will ensure you have the option to use the location key to send and receive secure emails in the future if you so desire. 

LOADING YOUR CERTIFICATES ONTO YOUR COMPUTER
You should receive instructions on how to install your certificates when you receive your individual token, individual smart card, or practice location certificate CD. 

CONFIGURING YOUR EMAIL PROGRAM TO USE THESE CERTIFICATES TO SEND AND RECEIVE SECURE EMAILS. 

Medicare Australia has a comprehensive list of instructions for Outlook Express and various versions of Outlook on the Medicare Australia website -  
http://www.medicareaustralia.gov.au/provider/vendors/pki/procedures.jsp
CONFIGURE YOUR EMAIL PROGRAM TO SEND AND RECEIVE SECURE EMAILS using your individual pki. 

Open Outlook. 
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In Outlook 2003, click Tools, Options. 

[image: image2.png]Proferences | i setu |l Format | speling | securty | ot | Deegaes |

Emal

& Changs the sppearance of messages and the way they are handed.

Calendar

) CEntmmaiet

¥ Oofoukeriners  [TSmintes 7| ol Opions
Tosks
=, Change thespperanc f s,

p— v =] ok cptons
s

Change default settings Forcontact and fournal,
8

Contact options... | Journal Options.
Notes,

E Changs the sppearance of notes.

Note Options.

ok Cancel Aoy





Click the Security tab. 
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Tick the boxes “Encrypt contents and attachments for outgoing messages”, and “Add digital signature to outgoing messages. Then click “Settings”
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If the certificates and algorithm boxes look like the above, then it is configured properly. Click OK. 
However, if the boxes are empty, then your signing and encryption keys (certificates) need to be installed in Outlook. To install your signing certificate, click Choose. The window below will appear. Click on the certificate with your name (if there is more than one, choose the one with the latest expiry date). 
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Click the View Certificate button. 
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Click the Trust tab. 
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Make sure the “Inherit trust from Issuer”, button is selected. Click OK on all the opened windows.  Repeat this procedure to install your encryption certificate.  Your individual certificates are now installed and able to send  and receive encrypted and signed emails. Remember you must have your token/smart card installed and inserted in your computer as well. 
Emails will continue to be sent unencrypted and unsigned by default. To send an encrypted and/or signed email: Complete your email as usual, then click the encrypt and/or sign icons on the right hand side of the toolbar above the addressee box before clicking Send. 
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(Remember that the recipients public encryption and signing keys need to be imported into their profile in your address book before you can send an encrypted/signed email to them. See below for instructions to do this)
TROUBLESHOOTING 

When your email program (eg Outlook) uses your certificates to encrypt and/or sign an email, the program has to be certain that the certificates are actually yours, it has to “trust” them; ie Outlook has to be sure that your certificates are not being used illegally by someone else.  When you install your individual or location certificates, they should be automatically be “trusted” by your email program. That is, your email program should automatically accept that the certificate you have installed is yours, therefore emails encrypted and signed by this certificate are verified as yours. 

However, sometimes this automatic process does not work properly. If so, when you attempt to send a signed or  encrypted email, this error message will appear:
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This indicates that outlook does not “trust” your certificate. TO FIX THIS,  you need to download and install the certificate from the authority that issued your certificate so that your computer will your certificate. 
First, find out which authority issued your certificate by clicking Start, Control Panel, Internet Options, Content, Certificates. 
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As you can see in the window above, these certificates were issued by SecureNet Health OCA. Click the Intermediate Certification Authority tab to see if this authority is listed as a trusted authority:
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If the certificate authority is listed here, it should be automatically trusted by your computer. (Check this by clicking on the specific certificate authority in the list, then click View)

If the certificate authority that issued your certificates is not in this list, then that certificates authority key needs to be downloaded from the HESA website and installed on your computer. To do this: 

Go to http://www.certificates-australia.com.au/general/cert_search_health.shtml. 
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Scroll down in this window, then click and download and save the SecureNet Health OCA certificates. 

Install both of these certificates by double clicking on the downloaded file, then click Open, Install Certificate. (Windows will automatically insert them in the correct place on your computer). 

All individual certificates issued by SecureNet Health OCA will now be automatically trusted by your computer.

If this error message appears:
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This indicates there is a problem with the recipients public PKI keys.  To fix this:
Open your email address book

· select that persons entry in your address book - eg
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Click Certificates
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If there are no certificates listed in the window above, then that persons certificates have not been installed. Download them from the certificates-australia website, save them to your computer, then click the Import button in the window above to install their encryption certificate. Repeat this to install their signing certificate. 

If there are certificates listed in the window, Click Properties
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This window will show you who issued the certificate; in this instance, it is the Medicare Australia Organisation Certification Authority. 

Click the Trust tab to check that the certificate is trusted. If it is not trusted, note who issued the certificate in the window above (in this instance, Medicare Australia Organisation Certification Authority), then download that issuing authorities certificate from the HESA website. To do this:

Go to certificates-australia. Click on “Healthcare Directory” to get to the screen below:
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Scroll down in this window, then click and download and save both the Medicare Australia Organisation CA Certificate, and the Medicare Australia Root CA Certificate. 

Install both of these certificates by double clicking on the downloaded file, then click Open, Install Certificate. (Windows will automatically insert them in the correct place on your computer). 

All individual certificates issued by Medicare will now be automatically trusted by your computer.
Russell Hunter
SEA-GP

October 2007
